A oneflow

MonuTtuka KoHPpugeHuuanbHocTn / Privacy

policy

N «oneflow» (ganee no Tekcty — oneflow) 6narogaput
Bac 3a nposiBNeHHbI MHTEPEC K NPefoCTaBAseMoOMy
cepsucy oneflow (ganee no tekcty — Cepsuc oneflow).
3awwTa Balwen nepcoHanbHoM MHGOPMaLmm 04eHb BaXKHa
AN Hac, NO3TOMY Mbl C 0CO6bIM BHUMaHMEM OTHOCUMCS K
3aluMTe faHHbIX, KOTOpble COBUpatoTCs U
o6pabaTbiBatoTcs Npu ucrnonb3osaHumn Cepsuca oneflow.

Cepsuc oneflow npeacTaBnsieT co6om nnaTthopmy-
arperaTop 3aka30B, pa3MeLLeHHYO Ha canTe
useoneflow.com, no3sonstoLyto MNonb3oBaTensam
oCyLecTBNATb B3aumogencteme ¢ oneflow n naptHepamm
oneflow B pamkax 3akntoYeHHbIx Mexay Monb3oBaTensimm
W TaKMMU NapTHepamMu 4OroBOpOB, BK/IOYass 0GMeEH
MHPopMaLmen n copepLueHne onepaunm yepes NHTepHeT,
a TakXXe CUCTeMy arperaumm n o6paboTKn 3aKka3oB.

MonyyeHue gocTyna K UCNOJIb30BaHUIO
CepBuca oneflow osHavaet
6e30roBopoyHoe cornacue
Monb3oBaTenen c NONOXKEHUSIMU
HacTosLweun NMNonnuTnkm
KOHpUOEHLNaNbHOCTHU.

Komnanuen oneflow o6ecneumBaeTca 6€30MacHOCTb
nepcoHanbHon MHGopmMauun, noyyaemon ot
Monb3oBaTtenen Cepsuca oneflow. HacTosawasn Monntmka
KOHOMAEHUNaNnbHOCTU pa3paboTaHa C Lenbio ykasaHus
nepeyHs gaHHbIX, KOTOpble MOryT 6bITb 3aMpoLUeHbl Y
Monb3oBatenen Cepeuca oneflow, a Takxxe cnoco6oB
06paboTku oneflow 1 MHBIMK NMLAMN TaKNX faHHbIX. B
HacTosiwen MNonutuke KOHPUAEHUNANbHOCTM TaKxXe
yKasaHbl Lenu, Ana KOTOpbIX MOXET 3anpallmBaTbCs unm
pasrnawaTbcs nepcoHanbHas MHbopmMaums
Monb3oBaTtenen. OTAENbHbIMU COrNalleHNs MU C
Monb3oBaTensiMn MoryT 6bITb MPeayCMOTPEHbI UHbIE
LLeNN, B KOTOPbIX MOXET 3anpalumBaTbCs Un
pasrnawaTbcs nepcoHanbHas MHhopmaums
Monb3oBaTtenen.

B HacTosiwen MNonnMtrMke KOHPUAEHLUMaNbHOCTU TaKXe
YKa3aHbl OCHOBHble Mepbl NPeA0CTOPOXXHOCTU, KOTOpPbIe
OOJIKHbI NpegnpuHMMaTbes Monb3oBaTensMu gas 1oro,
4YTOGbI MX NepcoHanbHasa nHpopmMaLns octasanach
KOHOUAEHUMaNbHOMN.

HacTosuwee MNMonoxeHne npuMeHsieTcs K tHGopmMaLmu,
KOoTopas 6blna nony4yeHa oneflow B pesynbrate
ncnonb3oBaHusa Cepsuca oneflow MNMonb3oBatensamu.

IP "oneflow" (hereinafter referred to as oneflow) would
like to thank you for your interest in the oneflow service
(hereinafter referred to as the oneflow Service). The
protection of your personal information is very important
to us and we are committed to the protection of data that
are collected and processed as you use the oneflow
Service.

The oneflow Service is an order aggregation platform
posted on the website useoneflow.com, that enables
Users to communicate with oneflow and oneflow partners
under executed contracts between Users and such
partners, including information exchange and transactions
on the Internet, as well as an order aggregation and
processing system.

By accessing the oneflow Service a User
consents without reservations to
provisions of this Privacy Policy.

oneflow shall protect the security of personal information
received from oneflow Service Users. This Privacy Policy
has been designed to specify details that may be
requested from oneflow Service Users and ways in which
such details may be processed by oneflow or other
parties. This Privacy Policy also specifies purposes for
which Users' personal information may be requested or
disclosed. Separate agreements with Users may provide
for other purposes for which Users' personal information
may be requested or disclosed.

This Privacy Policy further specifies basic precautions
that Users must follow to keep their personal information
confidential.

This Regulation shall apply exclusively to information
received by oneflow as a result of use of the oneflow
Service by Users.
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A oneflow

1. Mony4yaemas n ucnonbsyemas

mHpopmauus Nonb3oBaTenen, a Takxe
Lenu ee ucnonb3oBaHUsA

NHdopmaums Monb3oBaTenen cobunpaetcsa oneflow B
LieNiaX OCYLLEeCTB/IEHNA TEXHNYECKOrO ynpaBieHns
Cepsucom oneflow, a Takxe ana npoBefeHUs aHanusa u
ynyJuweHus paboTbl Cepsuca oneflow; gns
npepocTasneHus Nonb3oBatensaMm nHGopmaumm o6
oka3sblBaembIx oneflow ycnyrax u npegnaraemsix oneflow
NPOoAYKTax, a TakXe aHaNUTUYECKUX N CTaTUCTUYECKMNX
[AaHHbIX, Kacarowmnxcs ncrnosnb3oBaHusa nmn Cepsuca
oneflow; B MapKeTUHIoBbIX LEeNAX; B UHbIX APYTUX Lensx,
yKasaHHbIX B HacTosiwewn [Nonntmuke KOHOUAEHUMANbHOCTH
WM YCNIOBUAX UCMONb30BaHNA OTAENbHBLIX GYHKLUN
Cepsuca oneflow.

B HacTosiwen MNonMtrmke KOHPUOEHUMANbHOCTM NMo4
nHoopmavumen Nonb3oBaTtenss NOHMMaeTCs:

*  nepcoHanbHasa MHGopMaLms, KOTOPYHO
Monb3oBaTenlb CaMOCTOATENbHO NPefocTaBnaeT
oneflow npu cos3gaHumn yyeTHOM 3anucu,
perucTpaumm 1 T.M., a Takxxe B npouecce
ucnonb3osaHua Cepeuca oneflow (PUO, non,
agpec 3NeKTPOHHOW NOYTLI, HOMep TenepoHa u
np.);

e aBTOMAaTMYeECKM NepefaBaeMble AaHHble B
npouecce ncnonb3oBaHna Cepsuca oneflow, B Tom
yncne, Ho He orpaHnymnBasich: IP-agpec, cBefgeHus
06 YyCTPOMCTBE, C KOTOPOro OCYLLECTBNSETCS
JOCTYnN, YHUKanbHble NaeHTUOUKaTOPbl YCTPONCTBA
nT.g.;

e uMHbopMauus, 3arpyxaemas Nonb3oBaTenem c
ncnonb3oBaHnem Cepsuca oneflow, B Tom uncne B
Buae Gpannos 1 M3o6paxxeHni;

*  unHbopmauus, nonyyaemas oneflow ot napTHepoB
B paMKax AesiTeNbHOCTM KakK arperaTopa 3akasos,
BK/ItOYas NepcoHasbHble faHHble KIMEHTOB
naptHepos (ONO, Homep TenedoHa, ID
nosib3oBaTens B CUCTEMax NapTHEPOB, AaHHbIE O
3aKasax c CymMMamu, agpeca, cnocobbl onnaTbl 1
Apyras nHpopmauus, Heo6xoaumas ons
npefoCTaBNEHUs YCAyr).

Mpu ncnonb3zosaHun Cepeuca oneflow MoXeT GbITb
3anpolleHa 1 nonyyeHa cnegytowas nHbopmaums:

NHpopmauums o NMonbsosaTtene. Npu co3gaHnm yUeTHON
3anuncu u/vnu peructpaumm oneflow 3anpalwmsaetcs
uHdopMaLus o nonb3osaTtene, Hanpumep, PUNO, non, pata
poXaeHus, agpec, agpec 3NeKTPOHHOW NOYTbI, HOMepP
TenedoHa, a TakXe PEKBU3UTbI NIATEXHbIX
MHCTpyMeHTOB. KomnaHuen oneflow Takxe MoXxeT 6bITb
3anpolueHa gononHutenbHas nHoopmaums. Mpu
oTAeNlbHOM gaHHOM cornacum MNMonb3oBaTens oneflow
MOXET OblTb NoNyYeHa MHPOPMaLMA O KOHTAKTHbIX
JaHHbIX MNonb3oBaTtens (TenedoHHas u/vnu agpecHas
KHWra, KOHTaKTbl B YCTPOWCTBE).

1. User information received and used

and purposes of such use

oneflow collects User information exclusively for
purposes of technical management of the oneflow
Service and for review and improvement of the oneflow
Service; for purposes of informing Users on oneflow
services and products offered by oneflow, as well as
analytical and statistical data related to their use of the
oneflow Service; for marketing purposes; and for other
purposes referred to in this Privacy Policy or terms of use
of individual features of the oneflow Service.

In this Privacy Policy User information means:

e  personal information that a User passes to oneflow
on his or her own when creating an account,
registering, etc. and while using the oneflow
Service (full name, sex, e-mail address, telephone
number, etc.);

e data transmitted automatically during use of the
oneflow Service including but not limited to IP
address, details of the device used for access
purposes, unique device identifiers, etc.;
information uploaded by the User using the
oneflow Service, including files and images;
information received by oneflow from partners as
part of its operation as an order aggregator,
including personal data of partners' clients (full
name, telephone number, user ID in partner
systems, order data with amounts, addresses,
payment methods, and other information
necessary to provide services).

The following information may be requested and received
during use of the oneflow Service:

User information. When a user creates an account and/or
registers, oneflow requests the user's information such as
his or her full name, sex, birth date, address, e-mail
address, telephone number and details of payment
instruments. oneflow may also request additional
information. Subject to a User's separate consent,
oneflow may receive a User's contact details (telephone
and/or address book, device contacts).
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A oneflow

MNHdopmaums 06 yctpomcTee. KomnaHuen oneflow
cobupatoTcs faHHble 06 ycTponcTBax [Monb3oBaTenen,
Takune Kak Mofesb YCTPOMCTBa, BEPCUA onepauLMoHHOM
CUCTEMBI, YHUKanbHble naeHTUdMKaTOpPbl YCTPOWUCTBA, a
TaKXe faHHble 0 CeTU N HoOMep TenepoHa. Kpome Toro,
npgeHTudmkaTop ycTponcTea u Homep TenedoHa MoryT
6bITb NPUBA3aHbI K y4eTHoOW 3anuncu MNMonb3osaTens.

UHpopmaumsa o mectononoxeHun. Cepsuc oneflow,
nopaepXxunsarownin GyHKUUIO reorpadmyeckoro
MeCTOMONOXeHNs ycTponcTea Nonb3oBaTtens, no3sonset
oneflow nonyyaTtb nHPopMauuto 0 MecTe GpakTUYEeCKoro
MecTononoxeHus Nonb3oBaTtens, BkAoYasa gaHHble GPS,
OoTnpaBssieMble YCTPONCTBOM.

NHPopmauma o coBepLuaeMbix onepauusax. [Npu
CoBepLUeHMM onepaunin, 06paboTKe 3aka3oB U MPOYEro,
oneflow cobupatoTcs gaHHble 0 MecTe, BDEMEHU N CYMMe
COBepLUEHHbIX onepauni, Tun cnocoba onnathl, AaHHbIE O
npogasLe U/Mnun NoCTaBLLMKE YCIYT, ONUCaHUS MPUYUHBI
COBepLUEHMSA OMNepaLmm, eCNN TakOBble UMEIOTCS, a TakXe
WHYO0 MHGOPMaLMIO, CBSAA3aHHYHO C COBEPLUEHNEM
yKasaHHbIX Bbllle onepauum.

NHdopmauusa oT napTHepoB. B pamkax feAaTenibHOCTH
Kak arperaTtopa 3aka3os, oneflow nony4yaet oT napTHepoB
MHOOPMAaLMIO O KNMEHTaX NapTHEPOB ANA nepegayu
Apyrum napTHepam u nonb3osaTtensm Cepsuca. Takas
nHpopmauusa moxeT Bkntoyatb PUO, Homep TenedoHa, ID
nosib30BaTens B CUCTEeMax NapTHEPOB, AaHHble O 3aka3ax
C CcyMMaMy, agpeca, cnocobbl onnatbl U ApYryto
UHOOPMaLMIO, HEOBXOANMYIO A5 BbINOSIHEHUS 3aKa30B U
npefoCcTaBneHUs YChyr.

Mpn ncnonb3oBaHun Hopmaumm Nonb3oBaTenemn
oneflow pykoBogcTByeTcs HacTosiwen MNMonMTmkon
KOHOUAEHUMaNbHOCTH, a TakXe 3aKOHOAAaTeIbCTBOM
Pecny6nnkun KasaxcrtaH.

2. MNpepocTaBneHne nHeopmaummn
Monb3oBaTeneun TpeTbUM NULAM

KomnaHnus oneflow Bnpaee npenocTaBnsaTb MHGOPMaLNIO
Monb3oBaTenen CBOUM NapTHEPaM U MHbIM KOMMaHUSIM,
cBA3aHHbIM ¢ oneflow B Lensax, ykaszaHHbIX Bbiwe. Mpu
3TOM NapTHepbl oneflow, a Takxe CBA3aHHbIE C HUM
KOMMaHUKM 06513aHbl NPUAEPXKMUBATLCHA HAaCTOSLLEN
MoNUTUKU KOHOUAEHLUMANbHOCTN.

KomnaHnus oneflow BnpaBe npegocTaBnsTb
Monb3oBatensm nHdopmauuto o gpyrux Nonb3oBaTensax ¢
Lenbio NpefocTaBneHns AONONHUTENbHOIro GyHKUMOHana
Cepsuca oneflow. YkaszaHHas UHpopmMaLus orpaHnyeHa
OaHHbIMU, HEOBX0ANMBIMU AN AOCTUXEHMUSA Lienu ee
NpPepocTaB/eHNs U HE COLAEPXUT NepCoHarnbHble AaHHble
M KOHOMAEHUManbHy0 HGopmaumto MNonb3oBaTens.

B pamkax cBoen oesTenbHOCTM Kak arperatopa 3akasos
oneflow nonyyaeTt nHpopmMaLuto OT NAapTHEPOB U
nepefaeT ee Apyrum napTHepam A5 BbiNOSHEHUS
3akasoB M NpeaocTaBfeHns venvr. Takas nepenava

Device information. oneflow collects details of Users'
devices such as the device model, operating system
version, device unique identifiers, as well as network
details and the telephone number. In addition, the device
identifier and the telephone number may be linked to the
User's account.

Location information. The oneflow Service that supports
the User device geographical location function enables
oneflow to receive details of a User's actual location
including GPS data sent by a device.

Transaction information. When transactions are
performed, orders are processed, etc., oneflow collects
transaction location, time and amount details, payment
method details, seller and/or service provider details,
details of the reason for the transaction (if any) and other
information in relation to such transactions.

Information from partners. As an order aggregator,
oneflow receives information about partners' clients from
partners for transmission to other partners and Service
Users. Such information may include full name, telephone
number, user ID in partner systems, order data with
amounts, addresses, payment methods, and other
information necessary to fulfill orders and provide
services.

oneflow shall use and process User information in
accordance with this Privacy Policy and laws of the
Republic of Kazakhstan.

2. Passing User information to third
parties

oneflow shall be entitled to pass User information to its
partners and such other companies as may be associated
with oneflow for the aforesaid purposes. oneflow partners
and associated companies shall adhere to this Privacy
Policy.

oneflow shall be entitled to provide Users with information
about other Users in order to provide additional
functionality of the oneflow Service. The specified
information is limited to the data necessary to achieve the
purpose of its provision and does not contain the User's
personal data and confidential information.

As part of its activities as an order aggregator, oneflow
receives information from partners and transmits it to
other partners to fulfill orders and provide services. Such

transmission is carried out based on aareements between
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A oneflow

OCYLLEeCTBNAETCH Ha OCHOBAHMUM COrnalleHnn Mexay
oneflow u naptHepamu. MNonb3oBaTeny, JaHHbIE KOTOPbIX
nepepfaroTcs, NPefocTaBuIM COOTBETCTBYIOLME cornacus
napTHepam oneflow, a oneflow BbicTynaeT
NPOMEXYTOYHbIM 3BEHOM B 06paboTke Takow
UHOOPMaL K.

KomnaHueit oneflow He npepocTaenseTca MHopmaLms
Monb3oBaTesnei KOMMNaHUAM M YacTHbIM NULaM, He
cBA3aHHbIM ¢ oneflow, 3a UCKNOYEHWEM NepPeYnCTIEHHbIX
HUXe CIyJYaeB:

— Monb3oBaTenb Aan Ha 3To cBoe cornacue. 4
npepocTasneHuna oneflow nHdopmaumm Monb3osaTenen
KOMMaHMAM M YacCTHbIM fiMLaMm, He cBA3aHHbIM ¢ oneflow,
B TOM uucne apyrum Monb3oBaTtensam, 3anpalimBaeTcs
JononHuTenbHoe cornacue MNonb3oBatens. Monb3oBaTenb
B Nll060e BpeMsl MOXET 0TO3BaTb AaHHOe cornacue.

— Mo Tpe6oBaHuUIO AeNCTBYIOLEro 3aKoHoAaTeNbCTRa.
KomnaHnuen oneflow npegoctaBnaetcsa nHpopmaums
Monb3oBaTenen B TOM Criy4yae, eCnu noay4yeHue,
NCMO/b30BaHNE U pacKpbITUe Takon MHPopMaLmm
Heo6X0AUMO C Lenbio:

e BbINOMHEHUA N COBNIOAEHUS AENCTBYOLLEro
3aKOHO[ATENbCTBA, CYAEOHbIX PeLUEeHNA Unu
WCMNOJTHEHNE 3aKOHHbIX TPeGoBaHWM
rocyfapCTBEHHbIX OPraHoB;

e BbISIBJIEHUS, NPECEYEHNS UTU UHOTO
BOCMpPEeNnATCTBOBaHMSA MOLLEHHNYECTBY, a Takxe
YCTPaHeHUs TEXHUYECKUX CO0EB NN Npobnem
6e3onacHoCTH;

e 3aWMTbl NpaB, COGCTBEHHOCTU MK 6€30MacHOCTU
oneflow, Monb3oBaTtenen Cepeuca oneflow B
pamMKax, gonycKaeMbIX ENCTBYOWMUM
3aKOHOOATENIbCTBOM.

KomnaHuen oneflow mMoryT npegocTtaBnsatbCs
06006LeHHble 06e3nnyeHHble AaHHble Monb3oBaTenen
Cepsuca oneflow napTHepam (Hanpumep, C Uuenbto
NPOBEAEHUSA CTaTUCTUYECKUX U UHBIX UCCNELOBaHNUN).

Mpu nepepayve nHpopmauum MNMonbloBaTenen 3a rpaHuLy,
oneflow o6ecneynBaeT COGNOAEHNE AENCTBYIOLLErO
3aKoHOo4aTeNnbCTBa M HacToswero NMonoxeHus B
OTHOLWEeHUN nHpopmauum Monb3oBaTenen NyTem
3aKNYEeHUs 4OroBOPOB, B KOTOPbIX ByaeT
rapaHTMpPOBaHO, YTO Nony4yaTenu MHGopmaumuu
NPUOEP>XXMBaLOTCA COOTBETCTBYHOLLErO YPOBHSA 3aLlUMThI.

3. Mepbl 6e30NacHOCTU, UCMNOJIb3yeMble
DN coXpaHeHus
KOHpUaeHUunanbHOCTU UHGOopMaLumn

KomnaHuen oneflow npeanpuHumatoTcs BCe BO3MOXHbIE
Mepbl ANns obecrneyeHns 6e30MacHOCTU M 3aLUMUThbI
uHpopmauuu Nonb3oBaTtenen OT HECAHKLMOHNUPOBAHHbIX
NOMbITOK AOCTYMNa, USMEHEHUA, PaCcKpPbITUA NUnn
YHUYTOXEHUSA, @ Tak>Xe UHbIX BUAOB HeEHaA/1exallero
ucnonb3osaHus. B yacTHocTH, oneflow nocTosHHO

oneflow and partners. Users whose data is transmitted
have provided appropriate consents to oneflow partners,
and oneflow acts as an intermediary in the processing of
such information.

oneflow shall not pass User information to companies
and/or private persons that are not associated with
oneflow except:

— with the User's consent. A User's additional consent is
requested for oneflow to pass User information to
companies and/or private persons that are not associated
with oneflow, including other Users. A User may withdraw
such consent at any time.

— as required by current laws. oneflow provides User
information if such information is required to be received,
used and disclosed for purposes of:

e implementation of and compliance with current
laws, court rulings or lawful requirements of public
bodies;

« detecting, stopping and otherwise preventing fraud
and remedy of technical faults or security issues;

«  protection of rights, property and security of
oneflow and oneflow Service Users to the extent
permitted by current laws.

oneflow may provide generalized and depersonalized
details of oneflow Service Users to partners (e.g. for
statistical and other research purposes).

When passing User information abroad, oneflow shall
procure that current laws and this Regulation are
complied with in respect of User information by executing
contracts to guarantee that information recipients
maintain an appropriate level of protection.

3. Security measures used to keep
information confidential

oneflow shall take every possible measures to ensure that
User information is secure and protected from
unauthorized access, modification, disclosure or
destruction and other improper use. In particular, oneflow
shall on an ongoing basis improve ways in which data is
collected, stored and processed, including physical

security measures, to prevent unauthorized access to the
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A oneflow

COBEpPLUEHCTBYET CNOoCco6bl c60pa, XpaHeHUs1 U1 06paboTKU
[OaHHbIX, BKIIOYasa Gusnyeckne mepbl 6€30NacHOCTH, AN
NPOTMBOAENCTBNA HECAaHKLMOHUPOBAHHOMY AOCTYNY K
cuctemam oneflow ¢ Lenblo XMLeHUs NMyLLEeCTBa,
duwnHra n MHbIX BUAOB MOLLEeHHMYecTBa. KomnaHunen
oneflow Takxxe orpaHMunMBaeTcsa 4OCTYN COTPYAHMKAM,
nogpsgYMKkam u areHtam K tHopopmaumm MNMonb3osatenen,
npegycMaTpueas CTporne 4orosopHble 0683aTenbCTBa B
chepe KOHOUAEHLMANbHOCTH, 3a HapyLleHne KOTOPbIX
npeaycMOTPEHbI XXeCTKNEe Mepbl OTBETCTBEHHOCTU U
LWTPadpHble CaHKLMK.

BesonacHocTb ncnonb3oBaHusa Cepsuca oneflow Takxe
3aBUCUT OT cobntogeHns MNMonb3oBaTenemM pekoMeHaaumm,
C KOTOPbIMW MOXHO 03HaKOMWUTbCA Ha oduuManbHOM
cawvTte oneflow. MNonb3oBaTenb [OMKEH XPaHUTb AaHHbIE
YYETHOM 3anncK, Takme Kak IorMH U Naporb, BTakHe oT
TpeTbux nuu. Nonb3oBaTenb 0653yeTca He3aMeaIUTeNbHO
coob6wwaTtb oneflow o no6om cnyyae Nofo3peHus
HeCaHKLMOHMPOBAHHOIO MCMNOJIb30BaHMSA €ro y4eTHOM
3anuncu.

Cob6ntopeHue Monb3oBaTenem pekoMmeHgauun oneflow
NoO3BONMUT 06eCcneYnTb MaKCUMasnbHYH COXPaHHOCTb
npepocTasneHHon oneflow nHpopmaumm, B TOM uncne
PEKBU3NTOB MNIATEXHbIX MHCTPYMEHTOB lNMonb3oBaTtens, u
APYTrnX faHHbIX, @ TaKXXe CHU3UT BO3MOXHbIE PUCKN MPU
COBepLIeHNN onepauuin ¢ UCNosIb30BaHNEM PEKBU3UTOB
nnaTeXHbIX MHCTPYMEHTOB Npu 6e3HannyHomn onnate
TOBApPOB U YCNyr, B TOM Yncre yepes VIHTepHeT.

KomnaHus oneflow o6ecneunsaeT 3awmTy nHpopmaumm
Ha BCex aTarnax ee «>XM3HEHHOro UuKna», BKIKYaoLero
c6op, 3anncb, CUCTeMaTU3aLMIO, HaKOMNJIEHNE, XpPaHeHue,
yTO4HeHue (0GHOBNEHWE, U3MEHEHWE), U3BNEYEHME,
ucrnonb3oBaHue, nepegavy (pacnpocTpaHeHue,
npefocTaBnexHve, JocTyn), o6e3nuunBaHue,
610KUpOBaHUe, yaaneHue, YHNYTOXeHMe nepcoHanbHbIX
[JaHHbIX W He JONYCKaeT HapyLUeHue
KOHMAEHUMANbHOCTW NoNy4YeHHOM HGopMaLmu.

KomnaHus oneflow xpaHUT BCe Nony4yeHHble OT
nonb3oBaTenen faHHble, NepeyYeHb KOTOPbIX YCTaHOBMEH
3aKoHopgaTenbcTBoM Pecny6nuku KasaxcTaH.

[nsa o6ecneyeHunss 6e30NacHOro XxpaHeHUs AaHHbIX B
WHPOPMALMOHHbBIX CUCTEMAxX B COOTBETCTBUM C
TpeboBaHMsAMU 3aKkoHOoAaTeNnbCcTBa oneflow ncnonb3yer
cnegyrowme meToabl (BKIOYas, HO He OrpaHNYMBasCh):
pasrpaHuyeHne [ocTyna nonb3oBaTenen K
MHPOPMaLMOHHBIM pecypcam, NporpaMMHbIM cCpeacTBam
06paboTku (Nnepepaun) n 3awmuTsl MHGOPMaLUK;
WwindpoBaHMe AaHHbIX; UCMOSIb30BaHNE 3aLUMLLEHHbIX
KaHanoB CBS3U1; UCNONb30BaHME CPEACTB 3alMThbl
UHOOpPMaLMKM 1 Np.

Cpoku xpaHeHusi faHHbIx B oneflow onpegenstotca B
COOTBETCTBUN C TPeOOBaHUSAMMN 3aKOHOAATENbCTBA
Pecny6nvku KasaxctaH, HOpMaTUBHBIMU JOKYMEHTaMM
perynupytoLmx opraHos Pecny6nunku KasaxcraH,
OOKYMeHTaMu, GUKCUPYIOLLMMU AOrOBOPHbIE OTHOLLEHUSA

oneflow systems for property theft, phishing and/or other
fraudulent purposes. oneflow shall also limit access to
User information by employees, contractors and agents
by providing strict contractual confidentiality obligations
with harsh sanctions and penalties for breaches.

Secure use of the oneflow Service also depends on User
compliance with recommendations available on the
official oneflow website. A User must keep account
details such as the login and the password secret from
third parties. A User shall promptly inform oneflow of any
suspected unauthorized use of his or her account.

User compliance with oneflow's recommendations will
help to ensure maximum protection of information passed
to oneflow including details of the User's payment
instruments and other details and will reduce possible
risks in performing transactions by using details of
payment instruments when paying cashless for goods and
services including payments on the Internet.

oneflow shall protect the information throughout its entire
life cycle, including the collection, recording,
systematization, accumulation, storage, adjustment
(updating, modification), retrieval, use, transfer
(dissemination, provision, access), depersonalization,
blocking, deletion, destruction of personal data, and
prevent any disclosure of the information received
thereby.

oneflow shall store all data received from the users as per
the list established by the laws of the Republic of
Kazakhstan.

To ensure safe storage of data in the information systems
in compliance with the legal requirements, oneflow shall
use the following methods (without limitation): controlling
users' access to information resources, information
processing (transfer) and protection software facilities;
encrypting data; using secure data links; using
information protection facilities, etc.

The data retention periods for oneflow shall be
determined in accordance with the legal requirements of
the Republic of Kazakhstan, regulatory acts of regulatory
authorities of the Republic of Kazakhstan, documents
governing oneflow's contractual relations with personal
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A oneflow

oneflow ¢ cy6bekTamu NnepcoHanbHbIX AaHHbIX, U
cornacusamm cy6beKkToB Ha 06paBoTKy NepcoHanbHbIX
LaHHbIX.

Takke ans o6ecneyeHnst aGPeKTUBHOIO BbIMOSHEHMUS
CBOEWN NONMUTUKM B 06/1ACTH 3aLMTbl KOHPUAEHLMANBHON
nHoopmaLmm oneflow B LensIX MUHUMMU3ALMM NPABOBbLIX U
penyTaumMoHHbIX PUCKOB Ha eXXerofHON OCHOBE, a Takxe
npu Npueme Ha paboTy, MPOBOAMUTCA 06yYEHNE
COTPYAHWUKOB MO BonpocamM 6e30nacHOCTM AaHHbIX. [ocne
NPOBEAEHMNS EXErofHOro 06Yy4UYeHnss MPoBOANTCS
o6s13aTeNnbHOE TECTUPOBAHME MOJTYYEHHbIX 3HAHWN.

Kpome Toro, B Liefsax 0CBEAOMIIEHHOCTHU U paclUMpeHus
3HaHWIA COTPYAHUKOB B 061aCTH 3aLLUTbI
KOHOUAEHUMaNbHOM NHPOPMaLMK, B TOM YUCNE 3aLUMTbI
nepcoHarnbHbIX AaHHbIX, oneflow ocylecTenarOTCS
nepuoamyeckune pacchifikv U JanaxecTsl.

4. YcnoBusa nepepauv MHpopmalmm

Monb3oBaTtenb gaet cornacue oneflow Ha 06paboTKy ero
OaHHbIX, NpefocTaBneHHbIX Npu perncTpauun B Cepeuce
oneflow, nto6biMM cnocob6amu, B TOM YMCiie TPETbUMMU
nvuamMu, B TOM Yuciie BOCNPOU3BefeHne, aNIeKTPOHHOe
KonupoBaHue, o6e3nmymBaHune, 610KMpoBaHme,
YHUUTOXEHUE, a TakXe BbllleyKa3aHHY 06paboTKy UHbIX
€ro NepcoHarnbHbIX AaHHbIX, NONYYEHHbIX B pe3ynbTaTe ux
06paboTKu, C Luesbto NpefoCcTaBeHnsa JocTyna K
dyHkumnoHany Cepsuca oneflow, a Takxe gns:

e 3akntoyeHus c oneflow goroeopos;

*  npepocTaBneHus ycnyr yepes Cepsuc oneflow;

*  CO3[aHMSA MHGOPMALIMOHHBIX CUCTEM
nepcoHanbHbIX faHHbIX oneflow;

*  aTakXe B No6bIX APYruX LUensx, npsiMo unm
KOCBEHHO CBS13aHHbIX C NPefoCTaBNeHNEM YCyT
Cepsuca oneflow n HanpaeneHus MNonb3oBaTento
MHGOPMaLMMN O HOBbIX MPOAYKTaX U yCnyrax
oneflow n/vunu ero napTHepos..

C6op nobbIX AaHHbIX nonb3oBaTtenen ocyulecTBndeTCcA
oneflow Nnpwu HannM4ynm cornacua nosb3oBaTend 3a
UCKIIOYEeHWeM cnyyaes, Korga o6paboTka AaHHbIX B
COOTBETCTBUUN C ,D,eﬁCTByI-OLUMM 3aKOHO4aTeNbCTBOM
BO3MOXHa 6e3 cornacusi nonb3oBaTenen.

Bce nony4yeHHbie OT Nonb3oBaTenen gaHHble
o6pabaTbiBatoTcst oneflow 6e3 yyacTus TpeTbux nuy, 3a
WCKNOYEHNeM criyyaes, korga oneflow BelcTynaeT Kak
arperaTop 3aka3oB U nepegaeT AaHHble, NONyYeHHbIE OT
napTHepOB, APYrMM napTHepam A5 BbINOSHEHNS
3aKa3oB. PackpbITve TpeTbMM fMLaM 1 pacrnpocTpaHeHne
OaHHbIX ocyulecTensaeTcsa oneflow ¢ cornacus
nonb3oBaTesis B 06bemMe U B CriyyasiX, COOTBETCTBYOLLMX
Lenam o6paboTKM AaHHbIX Unu 6e3 cornacus
nonb3oBaTtens B cny4asax, NpeaycMoTPEHHbIX
3aKOHOAATENLCTBOM.

HaCTOFiLIJ,I/IM nosib3oBaTesib AaeT cornacue napTHepam
oneflow Ha 06paboTKy BCeX NEPCOHANbHbIX AaHHbIX,

data owners, and owners' consents to personal data
processing.

In addition, to facilitate effective implementation of its
confidential information protection policy, oneflow shall
administer data security training to its employees on an
annual basis and immediately upon recruitment in order to
mitigate legal and reputational risks. Upon completion of
annual training, employees shall be subject to mandatory
knowledge testing.

Moreover, in order to build and raise employees'
awareness of confidential information protection matters,
including personal data protection, oneflow shall send
newsletters and digests on a regular basis.

4. Information transfer terms

The User gives his/her consent to oneflow on processing
his/her data specified when registering in the oneflow
Service, by any means, including by third parties,
including but not limited to reproduction, electronic
copying, depersonalization, blocking, destruction, as well
as the above mentioned processing of his/her other
personal data obtained as a result of their processing, in
order to provide access to the functionality of the oneflow
Service, as well as for:

» concluding contracts with oneflow;

e providing services through the oneflow Service;

e  creating information systems of personal data of
oneflow;

e as well as for any other purposes directly or
indirectly related to providing services of the
oneflow Service and providing the User with
information about new products and services of
oneflow and/or its partners.

oneflow shall collect any users' data subject to the user's
consent except as the current laws allow for data
processing without users' consent.

All data received from users shall be processed by
oneflow without involving any third parties, except in
cases where oneflow acts as an order aggregator and
transfers data received from partners to other partners to
fulfill orders. oneflow shall disclose data to third parties
and disseminate any data subject to the user's consent to
the extent and in the instances that serve the purposes of
data processing or without the user's consent when
provided for by the laws.

The user hereby gives his/her consent to oneflow
partners on processing all personal data available to
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A oneflow

UMerLmxcsa B pacnopsxxeHun/goctyne oneflow n/nnum
napTHepoB oneflow, B TOM uncne ¢ uenbto
nHpopmmpoBaHua Monb3oBatens 06 ycnyrax NnapTHeEPOB,
a TakXe Ha 06paboTKy CBeAEeHNNn, HEO6XOANMbBIX A1s1
NnpeaoCTaBNeHUS YCIYT U BbINOJIHEHNS 3aKa30B.

YKasaHHOe cornacue gaHo Ha cpok 15 neT, a B cny4yae ero
0T3blBa 06paboTKa NepCoHanbHbIX AaHHbIX [onb3oBaTens
JomkHa 6blTb NpekpalleHa oneflow n/unm TpeTbnmm
nMuaM1 1M faHHble YHUYTOXEHbI MPW YCIOBUK
pacTop>eHusa [loroBopa v NOSHOMo NoraweHus
3a[,0/MHKEHHOCTM No [JoroBopy B CPOK He no3gHee 1
(opHoro) roga c patel NnpekpalleHus gencteusa orosopa.

Monb3oBaTenb AaeT corfacue Ha nonyyeHue
Monb3oBaTenemM peknambl, paccbiiku ot oneflow, ero
napTHepoB 1 adGUAMPOBAHHbLIX NULL.

5. N3meHeHuUe NMonutukun
KOHpuaeHUunanbHOCTU. NMpumeHnmoe
3aKoHogaTeNbCTBO

KomnaHnus oneflow Bnpase B nto6oe BpemMs 06HOBNATL U
BHOCUTb M3MEHEHMS B NOSIOXEHUS HacToswen MNonntukm
KOHOMAeHUManbHOCTU. HoBas pegakuus MonnTmku
KOHPMAEHUNANbHOCTM BCTYMaeT B CUITY C MOMEHTa ee
pasMeLlleHuns, ecnn MHOe He NpeayCMOTPEHO
NOJSIOXEHUSAMM HOBOW pefakumm MonmTukm
KOHOUpeHumanbHocTu. Komnanus oneflow pekomeHayeT
Monb3oBaTtenam CepBuca oneflow perynspHo
o6pawaTtbcs K HacToswen MNonMtmke
KOHOMAEHUNANBbHOCTUN C LeNb 03HAKOMIIEHNUS C
Hanbonee akTyanbHOW pefakumen.

HacTtoswas Monutnka koHGUaeHUNanbHOCTH
perynupyeTtcs 3akoHogaTenbCTBOM Pecny6nmku
KasaxcTaH.

oneflow and/or oneflow partners, among other things in
order to inform the User about the services of the
partners, as well as to process information necessary to
provide services and fulfill orders.

The specified consent has been given for a period of 15
years, and in the event of its recall, the processing of the
User's personal data should be stopped by oneflow and/
or third parties and the data should be destroyed subject
to termination of the Agreement and full repayment of the
debt under the Agreement no later than one (1) year from
the date of the Agreement termination.

The User gives his/her consent on receiving
advertisement, mailout from oneflow, its partners and
affiliates.

5. Changes to this Privacy Policy.
Applicable law

oneflow shall be entitled to update and change provisions
of this Privacy Policy at any time. Any new version of the
Privacy Policy shall be effective from its placing unless
otherwise provided in such new version of the Privacy
Policy. oneflow recommends that oneflow Service Users
consult this Privacy Policy on a regular basis to keep up
with the latest version.

This Privacy Policy shall be governed by the laws of the
Republic of Kazakhstan.
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